Fellow Americans:

As 1985 closed, the world was shocked by yet another savage terrorist act. The violent
attacks at the Rome and Vienna airports left 114 wounded and 18 dead, five of whom were
Americans. One was a young American girl of eleven.

Earlier in the year we saw the hijackings of TWA Flight 847 and the cruise ship Achille
Lauro, where innocent Americans were brutally murdered by international outlaws. Such
vicious attacks are representative of what has become a growing trend toward interna-
tional terrorism over the past decade.

Concerned about the increasing loss of American lives, as well as repeated terrorist threats
against our citizens, last July President Reagan asked me to chair a Cabinet-level Task
Force on Combatting Terrorism.

Comprised of 14 senior government officials with major responsibilities for our national
program to combat terrorism, the Task-Force spent the last half of 1985 reviewing and
evaluating current U.S. policy and programs.

One of the first things we discovered is that Americans view terrorism as one of the most
serious problems facing our government, ranking it alongside such issues as the budget
deficit and strategic arms control. They want assurance that the United States is prepared
to handle the growing threat of terrorism, that we have a policy and response mechanism in
place, and that we are working to improve our system. Our citizens’ concern is justified, for
terrorism has grown at an alarming rate. In 1985 alone there were 812 international
incidents, with a loss of 926 lives, including 23 Americans.

Clearly the growing threat from increased terrorist activities against U.S. citizens and
interests abroad calls for a strengthening of our own programs as well as greater coopera-
tion from foreign governments. Domestically, although there were only seven terrorist
incidents in the United States last year, the potential for future problems exists here at
home and we must be well prepared.

When President Reagan asked our Task Force to review the nation’s program to combat
terrorism, it was not primarily a mandate to correct specific deficiencies, but one to
reassess U.S. priorities and policies, to ensure that current programs make the best use of
available assets, and to determine if our national program is properly coordinated to
achieve the most effective results.



Our Task Force was briefed by more than 25 government agencies, visited 14 operations
centers to observe our capability firsthand, met with over 100 statesmen, military officers,
scholars and law enforcement officials, and traveled to embassies and military commands
throughout the world where discussions with both U.S. and foreign officials were

conducted.

I personally met with many members of Congress, airline chief executive officers, media
executives, and former Cabinet officials and diplomats.

Our conclusion: the U.S. policy and program to combat terrorism is tough and resolute. We
firmly oppose terrorism in all forms and wherever it takes place. We are prepared to act in
concert with other nations or alone to prevent or respond to terrorist acts. We will make no
concessions to terrorists. At the same time, we will use every available resource to gain the
safe return of American citizens who are held hostage.

Our national program is well-conceived and working. The United States currently has in
place antiterrorism activities in virtually every federal department and agency. Specific
agencies have been assigned to respond to any threat or attack directed at our citizens
whether on foreign soil, here at home, in the air or at sea.

To build on these existing safeguards, our Task Force made a number of recommenda-
tions to the President in December 1985. The following public report on terrorism includes
those unclassified proposals dealing with improved coordination among government agen-
cies, plus the creation of a full-time position on the National Security Council staff and the
establishment of a consolidated intelligence center on terrorism.

The Task Force also is recommending strong Administration support of proposed legisla-
tion calling for the death penalty against any terrorist who kills an American hostage. Addi-
tional proposals cover increased cooperation with other governments and outline expanded
communications programs with families of hostage victims, the media and the general

public.

While international terrorism poses a complex, dangerous threat for which there is no
quick or easy solution, I believe that the recommendations of our Task Force will
significantly improve America’s capability for combatting terrorism. As long as vicious
attacks continue, terrorism will remain a top priority of this Administration.
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Significant 1985 Terrorist Incidents

February 2

April 12

June 14

June 19

June 23

August 8

October 7

Involving U.S. Citizens

Greece

A nightclub frequented by U.S. servicemen near Athens is bombed.
Seventy-eight people are injured including 69 Americans.

Spain

Eighteen people are killed and 37 wounded when a bomb destroys a
family restaurant in a suburb of Madrid. Seven Americans are injured.
Greece

TWA Flight 847 is skyjacked by Shi’ite terrorists minutes after takeoff
from Athens. The ordeal lasts 17 days. The 145 passengers include 104
Americans.

A U.S. Navy diver is tortured and shot. His body is thrown out of the air-
craft at Beirut Airport, Lebanon.

El Salvador

Four U.S. Marines and two American businessmen are gunned down at
an outdoor cafe in San Salvador. A total of 13 people are murdered.
Over the Atlantic Ocean

An Air-India flight explodes over the Atlantic Ocean, killing everyone
aboard including four Americans.

West Germany

A powerful car bomb explodes at the U.S. Rhein-Main Air Base near
Frankfurt. The blast kills one U.S. airman and the wife of another. Fif-
teen other Americans are injured.

Minutes before the blast, the body of an American soldier is discovered
near Wiesbaden. His identify card had been stolen. Authorities believe

the I.D. was used to gain access for the bomb-laden car at Rhein-Main
Air Base.

The Mediterranean Sea, Near Egypt

The Italian cruise ship Achille Lauro is hijacked by Palestinian ter-
rorists. A 69-year-old American tourist is murdered and thrown over-
board.

The four terrorists are apprehended when U.S. Navy fighters intercept
the aircraft carrying them to safehaven.



November 23 Greece

Egyptair Flight 648 enroute to Cairo is skyjacked 20 minutes after
takeoff from Athens. One U.S. Air Force civilian employee is murdered
and two other Americans are seriously wounded. A total of 60 persons
are killed during the rescue effort.

November 24 West Germany

December 27

A U.S. military shopping mall in Frankfurt is bombed, wounding 32
people including 23  Americans.

Italy

Rome’s airport is attacked by terrorists armed with grenades and
automatic rifles. Seventy-three people are wounded, 15 are killed,
including 5 Americans. One of the Americans is an 11-year-old girl.

Austria

Minutes after the Rome massacre, terrorists strike the Vienna Airport.
Three are killed and 41 wounded. Two of the wounded are Americans.

December 31 Lebanon

At the close of 1985, six American citizens continue to be held hostage.

1985 U.S. Victims of
International Terrorism

23 Dead
160 Wounded
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The Growing Threat of Terrorism

“We the people of the United States, in order to form a more perfect union,

establish justice, insure domestic tranquility, provide for the common defense, pro-

mote the general welfare, and secure the blessings of liberty to ourselves and our
posterity, do ordain and establish this Constitution for the United States of
America. "

The basic principles of freedom, justice and concern for human life on which our nation
was founded have survived major threats during the course of America’s history. Today,
we face a umque and pervasive challenge to these ideals in the form of terrorism, an in-
creasingly serious threat to the United States and its friends and allies around the world.

THE NATURE OF TERRORISM

Terrorism is a phenomenon that is easier to describe than define. It is the unlawful use or
threat of violence against persons or property to further political or social objectives. It is
generally intended to intimidate or coerce a government, individuals or groups to modify
their behavior or policies.

The terrorist’s methods may include hostage-taking, aircraft piracy or sabotage, assassina-
tion, threats, hoaxes, indiscriminate bombings or shootings. Yet, most victims of terrorism
seldlom have a role in either causing or affecting the terrorist’s grievances.

Some experts see terrorism as the lower end of the warfare spectrum, a form of low-
intensity, unconventional aggression. Others, however, believe that referring to it as war
rather than criminal activity lends dignity to terrorists and places their acts in the context of
accepted  international  behavior.

While neither the United States nor the United Nations has adopted official definitions of
terrorism, Americans readily recognize the bombing of an embassy, political hostage
taking and most hijackings of an aircraft as terrorist acts. They realize that terrorism needs
an audience; that it is propaganda designed to shock and stun them; that it is behavior that
is uncivilized and lacks respect for human life. They also believe that terrorism constitutes
a growing danger to our system, beliefs and policies worldwide.

PROFILE OF A TERRORIST

The motivations of those who engage in terrorism are many and varied, with activities
spanning industrial societies to underdeveloped regions. Fully 60 percent of the Third
World population is under 20 years of age; half are 15 years or less. These population
pressures create a volatile mixture of youthful aspirations that when coupled with
economic and political frustrations help form a large pool of potential terrorists. Many ter-
rorists have a deep belief in the justice of their cause. They are tough and vicious and may
have little regard for their own lives or those of their victims in attempting to achieve their
goals. Others may even be hired assassins.



Terrorists generally get their weapons from a largely unregulated international arms
market but also resort at times to illegal methods. They acquire timely information on
targets and countermeasures. Lately, they have resorted to unprecedented violent attacks
and, when government security efforts against them become more effective, they simply
shift to easier targets.

While there are several ways to categorize terrorists, for purposes of this report three main
categories are used: self-supported, state-sponsored or aided, and those individuals who
may engage in terrorism for limited tactical purposes.

Self-supported terrorists primarily rely on their own initiatives, such as extortion, kidnap-
ping, bank robberies and narcotics trafficking to support their activities.

Terrorists lacking state sponsorship, aid or safehaven tend to be extremely security con-
scious, keeping their numbers small to avoid penetration efforts.

State-sponsored or aided terrorist groups frequently are larger in numbers, have the advan-
tage of protection by state agencies and are able to access state intelligence resources.
Because of this host country-provided safehaven and the compartmented operations of ter-
rorist organizations, it is extremely difficult to penetrate such groups. Moreover, they are
subject to limited control by their sponsors and may be expected to carry out attacks for
them.

The reasons for state support and use of such groups are many. Terrorism has become
another means of conducting foreign affairs. Such terrorists are agents whose association
the state can easily deny. Use of terrorism by the country entails few risks, and constitutes
strong-arm, low-budget foreign policy. Growing government assistance in arms, ex-
plosives, communications, travel documents, safehaven and training of fanatics are the
types of aid that state-supported terrorists receive.

Some individuals or groups may choose to engage in terrorist violence in the context of ac-
tivities such as national insurgency, especially when they may be losing a conflict, to try to
create a special effect, embarrass opposing leadership, or change the pace of events.

The most deadly terrorists continue to operate in and from the Middle East. In 1985 they
were involved in roughly 50 percent of the total worldwide terrorist incidents. The two
main sources are militant Shi’ites from various Middle Eastern countries, especially
Lebanon, supported to varying degrees by Iran or Syria; and radical Palestinian elements,
principally  offshoots of the Palestine Liberation Organization (PLO), often with direct sup-
port from Libya, Syria or Iran. Others, such as independent agents of governments like
Libya, also conduct terrorist operations.

Middle East terrorist groups have three main targets: Israel; Western governments and
citizens, particularly the United States, France, Italy, and the United Kingdom; and
moderate Arab governments and officials, particularly those of Jordan, Egypt, Kuwait and
Saudi Arabia.

Many terrorist organizations have continued to operate in Europe during the past decade,
including the Italian Red Brigade, French Direct Action, German Red Army Faction and
the Provisional Irish Republican Army. The latter has been and remains the most active.



Geographic Distribution of
International Terrorist Incidents

1985

North America 5

Western Europe 25.6

Middle East 46.6 Africa 5.1

Asia 5.7
Easiern Europe .2

Latin America 16.3

Established leftist groups in Spain, Portugal and Greece continue their terrorist cam-
paigns, while a new group has surfaced in Belgium, a country hitherto relatively free from

terrorism. Recently, there have been disturbing indications that leftwing terrorists of
several nationalities are beginning to cooperate and coordinate their attacks. Of the 812

incidents worldwide in 1985, over 200 took place in Western Europe.

In Latin America, social, economic and political turmoil have prolonged existing patterns
of insurgency as Well as international and domestic terrorism in several countries, par-
ticularly El Salvador, Colombia, Guatemala, Chile and Peru. Nicaragua and Cuba also have
been implicated in terrorist activity in the region. During 1985 there were more terrorist
incidents (86) directed at U.S. citizens in Latin America than anywhere else.

Certain governments have demonstrated a growing propensity to use, support and exploit
terrorism as an instrument of national policy. This trend toward the alignment of interests
between certain states and terrorist groups has markedly elevated threat levels worldwide,
as state and financial resources have expanded terrorists’ capabilities.



INTERNATIONAL TERRORISM

Terrorism is as old as recorded history, but the past two decades have witnessed a
dramatic increase in international terrorist acts by people and by governments in the pur-
suit of their goals. The past year saw the number of terrorist incidents reach a high of 812.

International Terrorist Incidents
1980-1985
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Half of the worldwide incidents in the 1980s were aimed at only 10 countriesne-third of
the total were targeted directly at the United States. The number of terrorist acts has
generally risen since official statistics were first compiled in 1968, with a trend toward
bloodier incidents with more fatalities. Attacks caused 20 fatalities in 1968 compared to
926 in 1985.

Incidents in 1985 demonstrated that terrorism is increasingly directed against the Western
democracies. The June 14, 1985, hijacking of TWA Flight 847 shortly after it left Athens
was the first hijacking of a U.S. airliner in the Middle East since 1970. In addition, the
hijackings of Egyptair Flight 648 and the AchilleLauro,the bombing of a restaurant on the
outskirts of Madrid frequented by American servicemen and the shooting of the off-duty
Marine Corps personnel in El Salvador demonstrate that Americans are being specifically
targeted. The year ended with the brutal attacks in the Vienna and Rome airports where
five Americans were murdered.

During the past decade, terrorists have attacked U.S. officials or installations abroad

approximately once every 17 days. In the past 17 years, terrorists have killed as many U.S.
diplomats as were killed in the previous 180 years.



U.S. Casualties Resulting From
International Terrorist Incidents
1980-1985

Mumper gf Casuallias
300

E3 Waounded
250 [ Killed

200

150

a0

0 1980 B1 82 83

In 1982, a total of 57 attacks were directed against U.S. military personnel, resulting in two
deaths. In 1983, even more incidents occurred65),and 241 deaths resulted from one inci-
dent. In that bombing of the U.S. Marine barracks in Beirut, the United States lost nearly
as many servicemen as the British lost in the entire Falklands campaign.

DOMESTIC VULNERABILITY

While the number of terrorist acts outside our borders increased dramatically in the last
three years, incidents within the United States have declined from 51 acts in 1982 to only
seven in 1985. And while 23 Americans overseas lost their lives to terrorists last year, only
two citizens were killed within our own borders. This can be attributed in part to the suc-
cess of the Department of Justice and Federal Bureau of Investigation (FBI) in their
counter-terrorist activities. Additionally, it appears that international terrorist groups find it
easier and safer to target Americans overseas rather than withii the United States. In

1985, there were 23 terrorist incidents prevented in the United States by the timely action
of the FBI and other law enforcement agencies.

FBI efforts in 1985 included the foiling of a plot to assassinate Prime Minister Rajiv Ghandi
of India while visiting the United States; the uncovering of a pro-Qaddafi conspiracy to
carry out three assassinations and to bomb strategic locations in the United States; the
interdiction of a Sikh assassination plot in New Orleans; and the prevention of planned
bombings in India by the same group.



Terrorist Incidents in the United States

1980-1985

Date Total Incidents Killed Injured
1980 29 1 19
1981 42 1 4
1982 51 7 26
1983 31 6 4
1984 13 0

1985 7 2 10

Over the years the FBI has become increasingly involved in “special events’ of national
and international interest that take place in the United States and which could serve as an
altractive target against terrorism. The Pan American games in San Juan, Puerto Rico,
were the first such event where the FBI took precautions against terrorism. Others have

been the New Orleans World's Far and the two 1984 nationd politicd conventions in San
Francisco and Dallas.

The 1984 Olympic Games in Los Angeles, with a record 140 countries participating,
received close scrutiny by the FBI and other federal agencies. The federal law enforce-

ment community worked in conjunction with locd and dae officids to coordinate the flow
of intelligence regarding possible terrorist movements and attacks. Contingency plans

were developed for an emergency response to any incident that might have occurred.

Despite  this outstanding track record in combatting terrorism interndly, our vulnerability
remains. In fact, while the losses from terrorist attacks are minima compared to the 40,000
highway deaths or 18,000 murders that occur annudly in this country, there is more at risk
than the sensdess loss of lives.

Terrorism is political theater designed to undermine or alter governmental authority or
behavior. The apparent inability of established governments to respond effectively to in-
cidents affects the confidence of citizens and dlies dike. Americas foes take comfort in the
apparent weaknesses of our society that terrorism  exposes.

Our vulnerability lies, ironically, in the strength of our open society and highly
sophisticated infrastructure. Transportation, energy, communications, finance, industry,
medicine, defense, diplomacy and government itself rely on intricate interrelated
networks. Given these inherent vulnerabilities, and the fact that Americans are increas-

ingly the targets of terrorist attacks outside the United States, it is apparent that a poten-

tially serious domestic threat exists. Recent threats such as Qaddafi’s statement that
Libyanswill attack “American citizens in their own streets’ only serve to underscore this
worsening climate.



'U.S. Policy and Response to Terrorists

Since no country is immune to terrorism, it is imperative that governments have the ap-
propriate policies, intelligence and flexible response options to deal effectively with ter-
rorist acts. Trained personnel and programs must be in place before, during and after each
crisis, both to respond to the problem and to answer inevitable criticism in the event of
falure. Long-term policies to achieve these objectives are codtly, complicated and difficult,
yet essentid as a defense againgt the importation of terrorism from oversess.

CURRENT POLICY

The U.S. postion on terrorism is unequivocd: firm oppostion to terrorism in dl its forms
and wherever it takes place. Several National Security Decision Directives as well as
datements by the President and senior officids confirm this policy:

o The U.S. Government is opposed to domestic and international terrorism and is
prepared to act in concert with other nations or unilateraly when necessary to prevent or
respond to terrorist acts.

« The U.S. Government considers the practice of terrorism by any person or group a
potential threat to its national security and will resist the use of terrorism by al legal
means  avalable

« States that practice terrorism or actively support it will not do so without consequence. If
there is evidence that a state is mounting or intends to conduct an act of terrorism
agang this country, the United States will take measures to protect its citizens, proper-
ty and interests.

« The U.S. Government will make no concessions to terrorists. It will not pay ransoms,
release prisoners, change its policies or agree to other acts that might encourage addi-
tiond terrorism. At the same time, the United States will use every avalable resource to
gain the safe return of American citizens who are held hostage by terrorists.

« The United States will act in a strong manner against terrorists without surrendering
basic freedoms or endangering democratic principles, and encourages other govern-
ments to take smilar  stands.

U.S. policy is based upon the conviction that to givein to terrorists demands places even

more Americans a risk. This no-concessions policy is the best way of ensuring the safety
of the greatest number of people.

EVOLUTION OF POLICY

U.S. policy on terorism has evolved through years of experience in combatting terrorism
and is an outgrowth of responses by various Administrations.



Following the terrorist attacks a the 1972 Munich Olympics, President Nixon established
a Cabinet-level committee, chaired by the Secretary of State, to combat terrorism. Later
during the Carter Administration this group was replaced with a more responsive program
coordinated by the National Security Council. The program was designed to ensure
interagency coordination and established the Lead Agency concept for managing terrorist
incidents.

The Carter Administration also established a lo-member senior-level Interagency
Executive Committee on Terrorism that eventually evolved into a group of more than 30
government organizations. The Committee was subsequently restructured along more
functiond  lines.

During the firs year of Presdent Reagan's Adminidration, an organizationd structure for
crisis management was established with a group chaired by the Vice President and sup-
ported by appropriate interagency working groups.

In April 1982, the Presdent refined gpecific Lead Agency responsibilities for coordination
of the Federal response to terrorist incidents.

« Department of State-incidents that take place outside U.S. territory
« Department of Justice (FBI)-incidents that take place within U.S. territory

o Federal Aviation Administration (FAA)-incidents aboard aircraft that take place
within the specid jurisdiction of the United States.

In addition to the Lead Agency responsibilities, a number of interagency groups to
facilitate coordination were established, including the Interdepartmental Group on Ter-
rorism, to develop and coordinate overal U.S. policy on terrorism. Chared by the Depart-
ment of State, the group meets frequently to ded with issues such as international coopera
tion, research and development, legidation, public diplomacy, training programs and
antiterrorist~~ exercises.

The Antiterrorist Assstance Program was established in 1983 to provide counter-terrorism
traning and law enforcement assstance to friendly foreign governments.

RANGE OF RESPONSES TO TERRORISM

Terrorism requires a coordinated national response on three levels. First, the immediate
problem of managing incidents must include measures taken before, during and after the
event. Second, coping with the threat is a long-term task that involves protecting people
and property, reducing threat levels, and influencing the users and sponsors of terrorism to
desst. Findly, there is the chdlenge of identifying and dleviaing the causes of terrorism.

Managing Terrorist Incidents
While not applicable in every case, the options for managing terrorist incidents are

« Preemption-Such actions are designed to keep an attack from occurring. Preemptive
success is limited by the extent to which timely, accurae inteligence is avalable. Every-



day activities that can preempt attacks include altering travel routes or avoiding routine
schedules.  Successful preemption of terrorist atacks is seldom publicized because of the
sengtive intelligence that may be compromised.

« Delay-Sometimes avoiding specific reactions until the circumstances are favorable is
the best course. Delaying tactics are used during aterrorist incident in order toddl for
time to postion forces, keep the terrorists off balance, or develop other responses. Such
tactics ae paticulaly vauable when time is important to secure international coopera
tion in order to agpply economic, diplomatic, legd or military pressures.

o Third-Party Arrangements-When incidents occur overseas the host country has
primary responsibility for managing the situation. In other cases, for diplomatic or
political reasons, the use of third-parties may offer the best opportunity for successful
resolution of the incident.

« Negotiating-The United States has a clear policy of no concessions to terrorists as the
best way to protect the greatest number of people. However, the United States Govern-
ment has dways dated tha it will tak to anyone and use every avalable resource to gan
the release of Americans hed hostage.

« Counterattacking or Force Options-Forceful resolution of aterrorist incident can be
risky as evidenced by the recent episode involving the Egyptian airliner on Malta;
caeful planning and accurate, detailed intelligence are required to minimize risks.

Our principles of justice will not permit random retaliation against groups or countries.
However, when perpetrators of terrorism can be identified and located, our policy is to act
against terrorism without surrendering basic freedoms or endangering democratic values.
We are prepared to act in concert with other nations, or unilaterally when necessary, to
prevent or respond to terrorist acts. A successful deterrent Strategy may require judicious
employment of military force to resolve an incident.

Recent legidation has gredly expanded federd crimind jurisdiction over internaiond ter-
roris incidents involving U.S. citizens. Violent terrorist acts ae crimes. Accordingly, the
United States will make every effort to investigate, apprehend and prosecute terrorists as

Criminals.

Coping with the Threat

Deding effectively with terrorism requires long-term measures for providing physicd and
personal security, training personnel, and enlisting the cooperation of other governments
in protective measures, in gathering and sharing intelligence and in the elimination of
terrorist  threats.

The growth in frequency and violence of terrorist acts has increased physicd and persond
security costs, and changed lifestyles and work habits. Expenditures for security programs
have grown sharply, but attacks against U.S. personnel and facilities in the Middle East,
Europe and Lain America show that more must be done to provide security systems and to
sensitize and train employees to better manage the threat.

Cooperation with host governments is essentid, since they have the primary responshility
for providing security for U.S. citizens and facilities abroad. Their ability to monitor and



control terrorist activities, as well as participate in cooperative measures to collect and
share intelligence, is extremely important. Improving aviation and other international
security  programs  and  sharing  benefits of terrorism-related research and development are
equaly criticd. Securing cooperation in applying politicd or economic pressures on  States
that sponsor terrorism is a difficult yet vitd pat of the overal program.

Alleviating Causes of Terrorism

Terrorism is motivated by arange of real and perceived injustices that span virtually every
facet of human activity. The resulting grievances provide the basis for recruitment and the
terrorists justification of violence. A cooperative international effort to mitigate the
sources of grievances, such as pursuing the peace processin the Middle East, is an essen-
tid yet complicaed and long-term objective. The issues are complex, highly emotiond and
sddom amendble to outsde solutions. However, efforts that promote democratic Societies
with guaranteed personad freedoms continue to be the cornerstone of U.S. foreign policy.

U.S. RESOURCES FOR COMBATTING TERRORISM

Most resources committed to combatting terrorism are incorporated into a variety of
diplomatic, military, legd and law enforcement programs. As a result, a precise identifica
tion of U.S. Government resources devoted to terrorism done is difficult. At present more
than 150 specific activities to combat terrorism are carried out by various federal depart
ments and agencies.

Since 1970, federd expenditures to combat terrorism have incressed severdfold. While it
Is extremely difficult to break out specific activities from those agencies that perform
multiple functions, about $2 hillion was spent in 1985 to combat terrorism both a home and
abroad. The total number of people-calculated in terms of man-years-assigned to these
various programs in 1985 was approximaely 18,000.

The mgority of the 150 activities included in this country's effort to combat terrorism fall
within eight broad categories. research and development; administration and support;
command, control and communications, intelligence; personnel  security; physical  security;
counter-terrorist  operations; and education and training.

While agency estimates for funding and manpower needs for most of the categories are
projected to continue at modest rates of growth through 1990, substantial increases in
funding and manpower for physical security are expected at home and abroad.

Other program emphass during this period is projected to occur in the following aress.

« More law enforcement, prosecution of terrorists

« Better security for civil aviation and maitime activities

« Increased assistance to other governments

+ Better, more timey intelligence
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Historically, security concerns have not received the high priority from government that
they do today. Over the past few years, the dramatically changing situation has resulted in
vastly increased financia and human resource expenditures to deal with the threat. By
1990, physical and persona security funding is expected to make up 40 percent of our
resources committed to combatting terrorism.

PERSONAL AND PHYSICAL SECURITY

Several federal and local government agencies are responsible for domestic protection of
foreign missions, resident diplomats and visiting dignitaries. Although excellent relations
exist, occasional coordination problems occur among agencies of the federal and local
government. This affects reciprocd foreign government protection provided U.S. vistors,
personned  and indtalations. Decisons to resolve the problems of overlapping jurisdictions
ae complicated and require comprehensive study.

Frequent and violent attacks overseas have become a major concern. Necessary reliance
on host country protection of U.S. indalations and personnel, the most visble and difficult
to protect terrorist targets, complicates the security issue. U.S. efforts to minimize
vulnerabilities, increase awareness, and provide maximum protection have, nonetheless,
made progress.

For example, the Secretary of State’'s Advisory Panel on Overseas Security convened in
1984 with a mandate to congder the full range of issues related to improving the security of
U.S. interests abroad and protecting foreign visitors at home. The recommendations,
many already implemented, concern organizational structure, responsibility assignments,
personnel systems, training, equipment, accountability and physical strengthening of
facilities. The physical security program aone, which would modify existing structures
and require some new buildings, is currently budgeted for $2.7 billion over the next five

years.

FEDERAL AGENCIES’ ROLES IN COMBATTING TERRORISM

Most agencies activities related to combatting terrorism are closely meshed with their
other nationa security functions. To a large extent, thelr resources are adso used for normd
diplomatic initigtives, law enforcement, inteligence collection and andyss, research  and
development, and broad crisis management functions,

The National Security Council (NSC) advises the President on national security matters.

Working closely with concerned interagency groups such as the Interdepartmental Group
on Terrorism and the Crisis Pre-planning Group, it also coordinates the development and

implementation of programs to combat terrorist attacks or threats. In the event of a
terrorist incident, the NSC daff serves as liason between the White House and the respon-

sible Lead Agency.

As previously mentioned, three Lead Agency assignments are in place for managing ter-
rorist incidents. the Depatment of State for incidents occurring outside the United States,
the Department of Justice (FBI) for incidents within the United States; and the Federal

ﬁvihalion Administration of the Department of Transportation for hijacked aircraft in
ight.
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Lead Agencies assume coordingtion responghilities in addition to their satutory functions.
The Lead Agency cannot exercise exclusive jurisdiction, but has the lead because of
primary operational and policy responsibilities in the area concerned. It is e>épected to
discharge its own functions and ensure that interests of other departments and agencies
ae reflected in recommendations to the National Security Council. Between incidents, the
Lead Agency works with other agencies to develop policy approaches, maintan necessary
relationships with other governments and organizations, keep current on intelligence and
other developmentsin the field, and maintain a readiness to respond whenever an incident
occurs. During an incident, the Lead Agency establishes and maintains a Working Group
to coordinate with other agencies and to discharge its own primary responsibilities.
Accordingly, State, the FBI and the FAA maintain operations centers with staff support,
secure and nonsecure  voice communications, and  satellite  capabilities  worldwide.

The specific functions of each of the Lead Agencies, aswell asthose of other key federal
departments, agencies and interagency working groups that are part of the national
program are covered in detail in Appendix Il.

INTERNATIONAL COOPERATION

The national program to combat terrorism operates before, during and after an incident.
Any strategy must include measures for deterrence, crisis management and response

options. The firs line of defense in every phase is internationa cooperation.

International cooperation offers the best hope for long-term success. More and more dstates
recognize that unilateral programs for combatting terrorism are not sufficient. Without a
viable, comprehensive, cooperative effort, terrorism and its supporters will benefit from
the uncoordinated actions of its victims. Internationa cooperation done cannot eiminate
terrorism, but it can complicate the terrorists’ tasks, deter their efforts and save lives. In
fact, numerous actual or planned attacks aganst U.S. or foreign targets have faled or were
crcumvented  through  multinational  cooperation.

The United States pursues international cooperation through bilateral or multilateral
agreements with like-minded nations and by serving as a member of various internationa
organizations.

The United States has found the best multilaterd forum for the discusson of terrorism to
be the industrialized democracies which constitute the Summit Seven (United States,
Canada, the United Kingdom, France, West Germany, Italy and Japan). This group has
issued four joint declarations of unity (Bonn, 1978; Venice, 1980; Ottawa, 1981; and Lon-
don, 1984), which have outlined areas of common concern. Additionally, the United States
is looking for ways in which it can cooperate more closely with other countries outside this
group. For example, there was strong emphasis in 1978 on anti-hijacking measures. The
Bonn Declaration, signed in July 1978 by the United States, United Kingdom, Canada,
France, Federal Republic of Germany, Itay and Japan, called for member countries to
terminate civilian arline service to any country faling to prosecute or extradite a hijacker.

On December 9, 1985, the United Nations General Assembly, with strong U.S. support,

passed by consensus vote its first unequivocal resolution condemning terrorism. Eleven
days later the U.N. Security Council adopted a U.S.-initiated resolution condemning
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unequivocally all acts of hostage-taking and urging the further development of interna
tiond cooperation among daes to facilitate the prevention, prosecution and punishment of
hostage-taking as international terrorism. While such resolutions lack implementing pro-
cedures and ae thus largey symbolic, they are important to the development of a consen-
sus among al nations that terrorism is unacceptable internationd behavior.

Another important international initiative is the State Department’s Anti-Terrorism
Assistance Program designed to enhance the ability of foreign governments to deal with
the security and criss management aspects of terrorism.

Substantial progress in international cooperation also has been made in the areas of avia-
tion and maritime security. For example, in June 1985, following the hijacking of TWA
Hight 847, the Internationd Civil Aviaion Organization (ICAO) moved quickly to upgrade
its Standards and Recommended Practices for airport and aircraft security. The Depart-
ments of State and Transportation are seeking ways to take legal action against countries
that do not maintan adequate arport security or refuse to extradite or prosecute hijackers.
Procedures also are under consideration to provide international inspection teams to
examine airport security arrangements worldwide.

In November 1985, following the hijacking of the Achille Lauro, the Internationd Maritime
Organization (IMO) acting on aU.S. initiative directed its Maritime Safety Committee to
develop, on apriority basis, measures for the protection of passengers and crews aboard
ships. Additionally, an interagency working group, chared by the Department of
Trangportation, was established to assess worldwide port and shipping security. Its recom-
mendations are being worked through the IMO, with bilateral and multilateral security
initiatives being pursued as needed.

CONSIDERATIONS IN DETERMINING RESPONSES

The United States can retdiate politicaly, economicdly and militarily. The utility of these

actions depends in great measure on cooperation from other countries, but they can have a
positive, long-range deterrent effect.

Use of our well-trained and capable military forces offers an excellent chance of success if a
military option can be implemented. Such use also demonstrates U.S. resolve to support
stated national policies. Military actions may serve to deter future terrorist acts and could
also encourage other countries to take a harder line. Successful employment, however,
depends on timely and refined intelligence and prompt positioning of forces. Counter-

terrorism missions are high-riskihigh-gain operations which can have a severe negative
impact on U.S. prestige if they fall.

A US militay show of force may intimidate the terrorists and their sponsors. It would not
immediately risk more U.S. lives or presige and could be more effective if utilized in con
cert with diplomatic, political or economic sanctions. There are, however, some distinct
disadvantages: a show of force could be considered gunboat diplomacy, which might be
perceived as a challenge rather than a credible threat; it may require a sizable deployment
of support activities; it may provide our enemies with a subject for anti-American pro-
paganda campaigns worldwide; and most important, an active military response may prove
necessary to resolve the stuation if a show of force falls.
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Political or economic sanctions directed against sponsoring states offer the least direct

danger to lives and property and are more likely than military force to gain international

support.  Such sanctions could stimulate domestic opposition to a government's support for
terrorists, particularly if multinational in character. However, multilateral sanctions are
dfficdt to organize and even then may not be effective. Further, they could unify the coun-
try against the United States, since sanctions often harm the general populace more than

terrorists. In every case the advantages of sanctions must be weighed againgt other foreign
policy  objectives.

INTELLIGENCE

Success in combatting terrorism is predicated on the availability of timely and accurate in-
telligence. One approach to assuring timely information in combatting terrorism involves
conventional human and technical intelligence capabilities that penetrate terrorist groups
and their support systems, including a sponsoring state's activities. An equally important
aoproach is through investigative police efforts. Collecting tecticd police intelligence ads
INn monitoring terrorists’ activities and may be crucial to tracking subnational groups or
gndl teroris bands. The nationd intelligence effort relies heavily on collection and liaison
arrangements that exist with many friendly governments. This effort must be augmented
with the results of investigative police work and law enforcement liaison arrangements,
which are currently being expanded.

Long-term intelligence programs to comba terrorism involve collection and andysis that
address regiond history, culture, religion, politics, psychology, security conditions, law en-
forcement and diplomatic relationships. The requirement for accurate analysis applies
both to long-term threat assessments and to support incident management. All terrorism-
related intelligence collection and analysis must be directed toward production and
dissemination of clear, concise, and accurate threat warnings and assessments to decision
mekers in time for them to take necessary action.
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The Role of Congress In
Combatting Terrorism

Terrorism is a bipartisan issue and as the threat has increased, so has the resolve of
Congress to ensure appropriate punishment of terrorists. In recent years, Congress and the
Executive Branch have worked closdly together to close existing dtatutory loopholes in our
adility to prosecute terrorists and reduce their sources of support.

CURRENT LEGISLATION

In 1984, severd dggnificant bills were passed that have enabled the United States to expand
itsjurisdiction over terrorists. These bills have greatly enhanced the U.S. role in prosecu-
tion of hijackers, making it a federal offense to commit an act of violence against any
passenger on a government or civilian aircraft. The U.S. aso now has the authority to
prosecute any person who destroys a foreign aircraft outside of the United States if the
terrorist is later found in this country.

Legidation covering crimes aganst the families of high-ranking federd officids provides
for the prosecution of acts of violence agangt the immediate family members of the Pres-
dent, Vice President, Members of Congress, all federal judges, the heads of executive
agencies, the Director of the CIA and federd law enforcement officids.

New 1984 “Murder-for-Hire” legislation makes it possible for the United States to
prosecute anyone who travels or uses transportation or communications facilities in in-
terstate or foreign commerce with the intent to murder for compensation.

The Attorney General and the Secretary of State received new authority from Congressin
1984 to reward any individual for information leading to the arrest and conviction of any
person who committed terrorist acts against U.S. citizens or property. The Attorney
General has delegated this authority to the Director of the FBI. The State Department cur-
rently has a $3 million budget to pay rewards in international terrorism cases.

Since January 1, 1985, the International Traffic in Arms Regulations have been expanded
to require a license for anyone in the United States to train any foreign nationd (who is not
a permanent resident alien of the United States) in the use, maintenance, repair or con-
druction of any item included on a specified list of munitions.

PENDING LEGISLATION

There are several significant initiativesin the Congress that are aimed at correcting many
of the remainiig statutory shortfalls. If passed, they could give the Administration greater
capability in the legd baffle agangt terrorism.

One of the mgjor pieces of legidlation that is under consideration is an amendment to the
Hostage-Taking Act of 1984. This measure permits a death penalty if aterrorist takesthe
life of a person during a hostage-taking situation. The present maximum penalty is life
imprisonment, even if a hostage is killed.
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Another legidative measure would significantly expand federal criminal jurisdiction to
allow prosecution of any terrorist who kills, seriously assaults, or kidnaps a U.S. citizen
outsde the United States, or conspires outsde of the United States to murder an American
ctizen within the United States

Recent decisions of U.S. courts have blocked the extradition of persons accused or con-
victed of terrorist acts abroad on the grounds that their violent crimes, including murder,
were political offenses. Moreover, similar provisions in foreign extradition laws have
frustrated efforts to bring accused terrorists to this country for tria. To correct this Stua
tion, the United States has begun negotiations with sdlected countries to revise extradition
treaties to preclude the use of the political offense exception in cases involving violent
crime.

Another pending initiative would permit nuclear reactor licensees access to FBI criminal
hisory files. The review of these files could prevent hiig known or suspected criminas or
terrorists to fill sengtive postions.

POTENTIAL LEGISLATION

Two areas require review to determine whether legidation or other administrative
measures are necessary. The fist is airport and port security. Continuous review and
upgrade of security measures are needed; however, no federal statutes currently mandate
development of measures to protect ports, vessels, passengers or crew members.

The second is a review of the Freedom of Information Act (FOIA) to determine the vdidity
of reported abuses. It is dleged that terrorists and terrorist organizations, in addition to un-
friendly foreign governments, have used the Act to gain sensitive information. Should a
review confirm such abuses, arevision will be required.

One aea in which there is concern both in Congress and the Executive Branch is the issue
of Congressond oversight of proposed counter-terrorist operations. It may be appropriate
to pursue informal discussions between the Congress and Executive Branch to clarify
reporting and oversight requirements in this area. Because hostage rescue and counterter-
rorist operations are sensitive and involve a variety of different circumstances, no set of
specific  procedures would be appropriate in al cases.

Legidlation calling for the formation of a Joint Committee on Intelligence has been in-
troduced in the House, but is till in the early stages of development. The advantages are
essentially twofold-streamlined procedures for intelligence oversight and reduced
numbers of people who have access to sendtive information.

Finally, consideration should be given to legislation which gives the federal government

primary jurisdiction over terorist acts committed againgt federd officids and property as
well as agangt foreign officids and faciliies within the United States.
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Viewpoint of the American People

Terrorism deeply troubles the American people. A Roper Poll conducted before the TWA
847 hijacking showed that 78 percent of al Americans consder terrorism to be one of the
most serious problems facing the U.S. Government today, along with the deficit, strategic
arms control and unemployment.

Public sentiment about how to deal with terrorism also has political ramifications. The
Iranian hodtage gtuation demongrated the politicad liadbilities in faling to meet the expec-
tations of American citizens. The standing of British Prime Minister Thatcher’s govern-
ment was enhanced in the aftermath of the 1980 rescue of the hostages at the Iranian Em-
bassy in London. A Washington Post-ABC news poll showed that President Reagan
received a large boost in standings from his success in dealing with the Achlle Lauro
hijacking-80 percent said they approved of the action. Frustration was also evident in the
same poll with many Americans skeptical that apprehension of the hijackers would do
much to dleviate terrorism.

Attacks on Americans in Beirut in 1983 and 1984 precipitated national grief and public
frustration and resulted in significant changesin our foreign policy in the Middle East.
The Americans currently held hostage in Lebanon continue to receive the concern of the
American people and the highest priority of the U.S. Government.

A specia group interview project, conducted in November 1985, helped to document the

attitude of the American public. Individuals interviewed do not believe that terrorism has a
direct effect on their lives, but the indirect effects evoked strong reactions. Americans fed

fearful, vulnerable, victimized and angry. Most of al, they are frustrated by a sense of
helplessness.

Also, the research project shows that Americans believe terrorism affects perception of the
United States as a powerful country and world leader. Terrorism reduces America s status
to being seen as a “pawn’‘-powerless, easily manipulated and at the mercy of attackers
because Americans cannot or do not fight back.

The President is seen as ultimately responsible for fighting terrorism, although the group
polled recognizes that government agencies are aso involved. Most believe that the
government is responsible for keeping them safe wherever they go.

Even though those Americans surveyed believe the government is virtually helpless when
it comes to catching terrorists, they fed something should be done. Solutions recommend-
ed include international cooperation among countries, including economic sanctions, and
tighter security at airports and aboard aircraft. Active measures such as military actions
are much more controversial among those interviewed, although welcomed by many.

With regard to policy on terrorism, most responded that there was no cohesive policy, but
said there should be one. There is an awareness that the United States will not negotiate
with terrorists. Those interviewed believe a policy on terrorism should reflect national
values: respect for individual life, respect for law, and respect for the sovereignty of
nations.
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Under the umbrella of such a policy, Americans would still welcome actions against ter-
rorists that are swift, forceful and even aggressive. There is growing evidence the
American people support timely, well-conceived, well-executed operations, such as the
capture of the Achille Lauro hijackers. They endorse similar actions even if inadvertent

casudties  result.

Also, those surveyed think Americans need to be made aware and reassured that U.S.
counterterrorist  forces are highly trained and capable.
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Terrorism and the Media

Terrorism is a form of propaganda, demanding publicity to be effective. Among the factors
cited for the increases in both the number and sensational nature of incidents is the ter-
rorists  success in achieving wider publicity and influencing a much broader audience. Ter-
rorists see the media srole in conveying their messages worldwide as essential to achiev-
ing their goals. If the violence is spectacular, wide coverage is usually assured.

Terrorist acts are newsworthy, and the media see coverage as a professional, competitive

respongbility. Some in the media have clamed that intense coverage helps to resolve an in-

cident and that putting the hostages on television may actually save their lives. The other
side of thisargument is that untimely or inaccurate information released by the media can
interfere with resolution of an incident, foreclose options for deding with it, or unwittingly

provide intelligence information to terrorists, which prolongs an incident or endangers
lives.

It is essential, therefore, that the government and the media cooperate during a terrorist
incident, which almost inevitably involves risk to human lives, human rights and national
interests.

One difficulty for the pressisthat it cannot provide accurate coverage that takes into ac-
count risk to government action unless it has some accurate sense of wha the government
Is attempting. Government thus can assist by providing as much timely, factual informa-
tion as the gtuation alows.

Media practices that can lead to problems during an incident are:

« Saturation television coverage, which can limit or preempt the government’ s options.

Politicd didogue with terrorists or hostages.

Coverage of obvioudy gtaged events.

Becoming pat of the incident and paticipating in negotigtions. The media in the role of
an abiter usurps the legd responsbilities of the government.

Payments to terrorist groups or supporters for interviews or access.

o Coverage of military plans or deployments in response to terrorist incidents.

The solution to these problems is not government-imposed restraint that conflicts with the
First Amendment’ s protection of freedom of speech and the press. The media must serve
as thar own watchdog. Journdigtic guidelines have been developed for use during wartime
to protect lives and national security, and in some circumstances should be considered
appropriate during aterrorist situation.

The government has a responsibility to maintain effective communications during a ter-
rorigt incident. Officids should keep ther comments within cleared guidance, avoid send-
ing inadvertent signals, or leading other governments adtray. Conflicting statements by dif-
ferent departmental spokespersons give an impression of disarray, which meets one of
terrorism's  objectives.
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Many Americans believe that terrorists use the mediato achieve their goals, according to
the previously mentioned research study. While they also believe that the media exag-
gerates and sensdtiondizes incidents, they firmly support absolute freedom of the press as
guaranteed by the First Amendment.

Television coverage received the most criticism, with some coverage perceived as inac-
curate, incomplete and not reflective or analytical. According to those interviewed, it has
the potential for making heroes out of criminals and exploiting the privacy and grief of
affected families. Televison also dramatizes the entertainment value of an event.
Newspapers were judged as offering more detailed information and news magazines as
offering more perspective.

The Task Force found that much of the media coverage concentrates on the families of
hostages as human interest stories. Their public statements understandably reflect the
perspectives of distraught individuals principaly concerned with the safe return of their
relatives. Some of these statements may unintentionally play into the hands of terrorists,
who reinforce the families’ concerns by claiming the lives of the hostages are in danger.
Family members sometimes turn to the media to bring pressure on the Administration to
take action that may not be appropriate or possible.

While both the American public and the Administration have debated the role of the media
in terrorist incidents, the media has questioned its own policies. The coverage of the TWA
Flight 847 hijacking in June 1985, where 104 Americans were taken hostage and one was
murdered, stimulated a professional review within the media to reexamine the balance
between the desired goal of keeping the people informed and the vital issue of public
security. Individual media organizations have discussed professional reporting guidelines,
and ethical standards have been adopted by some members of the press, including televi-
sion networks. However, there is no industry consensus on either the need for or the
substance of such guidelines.
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Task Force Conclusions
and Recommendations

Terrorists of the ‘80s have machine-gunned their way through airports, bombed U.S.
Embassies and military facilities, pirated airplanes and ships, and tortured and murdered
hostages as if “performing” on a global theater screen. These international aimnds  have
seized not only innocent victims but aso the atention of viewers who st helplessy before
televisons aound the world.

International terrorism is clearly a growing problem and priority, requiring expanded
cooperation with other countries to combat it. Emphasis must be placed on increased
intelligence gathering, processing and sharing, improved physical security arrangements,
more effective civil avidgion and maritime security, and the rdification and enforcement of
treaties.

It is equaly essentid, however, that our defense againg terrorism be enhanced domestical-
ly. For unless the trend of terrorism around the world is broken, there is great potentia for
increased attacks in our own backyard.

The Task Force's review of the current national program to combat terrorism found our in-
teragency system and the Lead Agency concept for dealing with incidents to be soundly
conceived. However, the system can be substantially enhanced through improved coor-
dination and increased emphasis in such areas as intelligence gathering, communications
procedures, law enforcement efforts, response option plans, and personal and physical
Security.

Terrorism is a bipartisan issue and one that members of Congress have jointly and
judiciously addressed in recent years. Significant bills have been passed that markedly

expand U.S. jurisdiction over terorists and close prosecution |oopholes.

However, there are dtronger legidative proposds that ae now before Congress that would
further strengthen the nation’ s ability to combat terrorism both at home and abroad. Many
of these proposals merit strong Administration support. It is also essential that the
Executive Branch agencies continue to work closely with Congress in reviewing our cur-
rent programs and recommending other legislative initiatives as appropriate.

Terrorism deeply troubles the American people. They feel angry, victimized, vulnerable
and helpless. At the sametime, they clearly want the United States Government to have a
strong and consistent national antiterrorist policy. While such a policy exists, the Task
Force believes that better communication is necessary to educate the public to our policy
and to the ramifications of using force during a terrorist attack.

Americans also believe that terrorists take advantage of our free press to achieve their
goals. News coverage of terrorism has created a dilemma for media executives. how to
keep the people informed without compromising public security. Solving this problem will
have to be ajoint effort between media and government representatives. The government

must improve its communications with the media during a terrorist attack. At the same

time, the media must maintain high standards of reporting to ensure that the lives of inno-
cent victims and nationa security are not jeopardized.
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In December 1985, the Task Force on Combatting Terrorism completed its comprehen-
sive examination of terrorism both internationally and domestically. It also finished its
review of our nation's policy and programs for combatting terrorism.

The resultant findings emphasized the importance and appropriateness of a no-concessions
position when dealing with terrorists. Some of the recommendations must remain
classfied, but the following unclassfied Task Force recommendations are in keeping with
that national policy and are intended to strengthen and streamline our current response
system.

NATIONAL POLICY AND PROGRAM RECOMMENDATIONS

National Programming Document

Currently a number of agencies and departments within  the Executive Branch are respon-
sible for the elements of our national program to combat terrorism. While this is a
reasonable and appropriate approach, the various elements should be compiled in asingle
programming document. Such a comprehensive lising would dlow quick identification of
agencies responsible for dealing with particular aspects of terrorism and their available
resources.

The Task Force believes that such a document is necessary for the most effective coor-
dination of the department and agency activities that comprise our nationa program. The
NSC staff, in conjunction with OMB and the Departments of State and Justice, would
maintain this national programming document.

Policy Criteria for Response to Terrorists

Because acts of terrorism vary so much in time, location, jurisdiction and motivation, con-
sistent response is virtually impossible. However, the Interdepartmental Group on Ter-
rorism should prepare, and submit to the NSC for approval, policy criteria for deciding
when, if and how to use force to preempt, react and retaliate. This framework will offer
decisionmaking bodies aworkable set of standards by which to judge each terrorist threat
or incident. The use of this framework also would reassure the American people that
government response is formulated consistently.

Criteria for developing response options might include the following:
« Potentid for injury to innocent victims
o Adequacy and rdiability of inteligence

Status of forces for preemption, reaction or retaliaion

Ability to identify the target

Host country and international cooperaion or oppostion

Risk and probability of success andyss
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« U.S. public attitude and mediareaction
« Conformance with nationad policy and objectives

Establish New National Security Council Position

A full-time NSC postion with support dtaff is necessary to strengthen coordination of our
nationa program. Working closdy with the desgnated Lead Agencies, the postion will be
responsible  for:

. participating in al interagency groups

« maintaining the nationa programming document

« assisting in coordinating research and development

. faclitating development of response options

o overseeing implementation of the Task Force recommendations

Speak with One Voice

Clear communications by appointed spokespersons and coordination of public statements
during a terrorist incident are vital. Interagency working groups should provide specific
guidance to al spokespersons on coordinating public statements.  Without coordination, in-
accurate information may result, intelligence resources may be compromised and political
distress can result among friends and allies throughout the world-at a time when interna
tiond cooperation can save lives.

Designation of spokespersons and response guidelines are especially important given the
intense media pressure for comment during terrorist incidents. A misstatement or failure
to condder lega issues before commenting to news media could jeopardize a crimind in-
vestigation or an eventud prosecution.

Review American Personnel Requirements in High-Threat Areas

Actions aready have been taken to strengthen security of U.S. installations and to reduce
personnel in dangerous areas. However, to date these efforts have not been fully coor-

dinated among all agencies. The Department of State should direct Ambassadors in all
designated high-threat areas to thoroughly review personnel requirements to determine if
further personnd reductions are posshle a U.S. facilities overseas. This review should in-
clude careful consideration of physical vulnerability of embassy-related facilities. The
Department of Defense also should conduct a similar review for military commands
abroad.

INTERNATIONAL COOPERATION RECOMMENDATIONS

Pursue Additional International Agreements

International cooperation is crucid to long-term deterrence of terrorism. It can be achieved
through multilateral and bilateral agreements. While progress in achieving a multilateral
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agreement has been dow, efforts should continue to reach an agreement to show tha many
nations are committed to fighting terrorism as an international crime againgt Society.

In the absence of a multilateral agreement, the Department of State should aggressively
continue to seek internationa  cooperation through:

« general resolutions or agreements, in the United Nations and in other specialized
organizetions, concerning civil aviaion, maritime affars and tourism

o enhanced and more widely-ratified internationa conventions on subjects such as hijack-
ing, hostage-teking and protection of diplomats

o less forma agreements that illustrate an international consensus to take effective action
against terrorism

. improved implementation of existing agreements to fight terrorism

Close Extradition Loopholes

The United States itself is sometimes used as a safehaven for terrorists. Present extradi-
tion treaties with other countries preclude the turning over of fugitives wanted for
“political  offenses” an obvious loophole for terrorists. The State Depatment should seek
extradition treaty revisons with countries with democratic and fair judicid systems to en-
sure tha terrorists ae extradited to the country with lega jurisdiction,

The process of closing these loopholes has begun with the United Kingdom in the form of
proposed revisions to the US'UK Supplementary Treaty. The State Department should
vigorously pursue Senate approval of this treaty and continue the revision process with
other countries to ensure that terrorists are brought to justice.

Impose Sanctions Against Vienna Convention Violators

It is afact that certain governments actively support terrorism. These states sometimes
use ther diplomatic missons as safehavens for terrorists or as caches for ther materid-a
direct violation of the Vienna Convention. The Sae Department should continue working
with other governments to prevent and expose violations of the Vienna Convention. A
U.N. General Assembly resolution condemning the protection of terroristsin diplomatic
missions could complement U.S. efforts to counter this abuse.

Evaluate and Strengthen Airport and Port Security

Pre-flight screening of passengers and carry-on baggage is a cornerstone of our domestic
security program. Since 1972 these procedures have detected over 30,000 firearms and
resulted in 13000 arrests. However, the recent terrorist acts againg internationd aviaion
and maritime interests indicate a need for continual monitoring and updated security pro-
cedures. This is especidly true a ports and on board ships where there are no internationa
or federdly prescribed security measures.

The interagency Working Group on Maritime Security, chaired by the Department of
Transportation, should survey security procedures and the threat potential to vessels,
passengers and crew members. It also should review statutory authority. If adequate
authority does not exist, recommendations should be made, in consultation with other ap-
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propriate agencies, for new legidation. In addition, legislation should be pursued to allow
for a criminal background investigation of individuals working in restricted areas at air-
ports and terminas. Findly, the Department of State and the Coast Guard should continue
to work through the Internationd Maritime Organization to develop internationdly agreed
measures to protect ships passengers and crews.

INTELLIGENCE RECOMMENDATIONS

Establish a Consolidated Intelligence Center on Terrorism

Intelligence gathering, analysis and dissemination play a pivotal role in combatting ter-

rorism. Currently, while several federal departments and agencies process intelligence
within their own facilities, there is no consolidated center that collects and analyzes dl-
source information from those agencies participating in antiterrorist activities. The
addition of such a centrd facility would improve our capability to understand and anticipate
future terrorist threats, support national crisis management and provide a common data-

base readily accessble to individua agencies. Potentialy, this center could be the focus for

developing a cadre of interagency intelligence analysts specializing in the subject of
terrorism.

Increased Collection of Human Intelligence

U.S. intelligence gathered by technical means is adequate and pursued appropriately. At
the same time, there is clear need for certain information that can only be gained by in-
dividuals. An increase in human intelligence gathering is essential to penetrate terrorist

groups and their support systems.

Exchange of Intelligence between Governments

The national intelligence effort relies heavily on collection and liaison arrangements that
exis with many friendly governments. Such exchanges with likeminded nations and inter-
nationa law enforcement organizations have been highly useful and should be expanded to

support our own intelligence efforts.

LEGISLATIVE RECOMMENDATIONS

Make Murder of U.S. Citizens Outside the Country a Federal Crime

Currently, it is not a crime under U.S. law to murder an American citizen outside our
borderswith the exception of diplomas and some government officids. Lega protection
of diplomats should be extended to include all U.S. nationals who are victims of interna
tiond terrorism. The Departments of State and Justice should continue urging Congress to
a%qpt legisation, such as the Terrorist Prosecution Act of 1985, that would accomplish this
objective.

Establish the Death Penalty for Hostage Murders

While there is legidation tha dlows the impogtion of the death pendty if a desth results
from the seizure of an arcraft, there is no specific legidation that would adlow for the same
penalty for murder of hostages in other situations. The Justice Department should pursue
legislation making anyone found guilty of murdering a hostage under any circumstances
subject to the death penalty.
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Form a Joint Committee on Intelligence

Procedures that the Executive Branch must follow to keep the Select Intelligence Commit-
tees informed of intelligence activities need streamlining. Adoption of a Joint Resolution -
troduced last year by Congressman Hyde would create a Joint Committee on Intelligence.
This Resolution would reduce the number of people with access to sensitive information
and provide a single secure repository for classified material. The Department of Justice
should lead an Administration effort to secure passage of the Hyde proposal.

Establish Additional Incentives for Terrorist Information

The 1984 Act to Combat International Terrorism authorizes payment of up to $500,000 for
information in cases of domestic and international terrorism. Many feel this legislation
does not go far enough.

The State Department should lead an interdepartmental push with Justice and CIA for
legislation to develop a unilateral and/or bilateral program to encourage individuals to pro-
vide information about terrorists’ identity or location. In addition to monetary rewards,
other incentives include immunity from prosecution for previous offenses and U.S. citizen-
ship for the individual and immediate family.

Authorized rewards should be publicized to both foreign and American audiences and con-
sideration should be given to raising the current $500,000 ceiling to $1 million.

Prohibit Mercenary Training Camps

The International Trafficking in Arms Regulations have been strengthened to require a
license to train foreign persons in the use of certain firearms; however, mercenary/survival
training camps still operate domestically within the law. Appropriate agencies should
closely monitor the extent to which foreign nationals are being trained in the United States
in the use of firearms and explosives and seek additional legislation if necessary.

Stop Terrorist Abuse of the Freedom of Information Act

Members of terrorist groups may have used the Freedom of Information Act to identify
FBI informants, frustrate FBI investigations and tie up government resources in respond-
ing to requests. This would be a clear abuse of the Act that should be investigated by the
Department of Justice and, if confirmed, addressed through legislation to close the
loophole.

Study the Relationship between Terrorism and the Domestic and
International Legal System

International and domestic legal systems are adequate to deal with conventional war and
crime. However, on occasion, questions of jurisdiction and authority arise when it comes to
terrorism. For example, there are ambiguities concerning the circumstances under which
military force is appropriate in dealing with terrorism. This lack of clarity about the inter-
national law enforcement relationships and legal systems could limit governments’ power
to act quickly and forcefully. The Departments of State and Justice should encourage
private and academic study to determine how international law might be used to
hasten-rather than hamper-efforts to respond to an act of terrorism.
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Determine if Certain Private Sector Activities Are lllegal

In some cases individuals and companies have paid ransoms to terrorists for the return of
kidnapped employees or stolen property. Such action is in direct conflict with the national

policy against making concessions or paying ransoms to terrorists. The Department of
Justice should consider whether legislation could be enacted and enforced to make such

payments to terrorist organizations illegal.

COMMUNICATIONS RECOMMENDATIONS

Expand our Current Support Program for Hostage Families

Due to the intense pressure of a hostage situation, some family members of hostages have
pressured the highest levels of government for information. While this is understandable,
such activity has the potential to delay return of hostages by giving terrorists the media at-
tention they seek or the belief that their demands are being considered. Further, the
inadvertent disclosure of sensitive information could jeopardize efforts to gain the release
of hostages.

The family liaison program, conducted by State’s Bureau of Consular Affairs, should pro-
vide a broader outreach program to include visits, hot-lines, information on private counsel-
ing services and a personal contact for each family for communication even when there is
nothing new to report. Such an expanded contact program will help the families under-
stand that the hostages’ interests are being given the highest priority by our government.

Launch a Public Education Effort

Because of the lack of understanding and currently available information concerning our
national program for combatting terrorism, a broad education effort should be undertaken
to inform the American public about our policy and proposals as well as the many ramifica-
tions of the use of force against terrorism, including death of innocent people, destruction
of property, alienation of allies and possible terrorist reprisals, The education effort would
take the form of publications, such as this report, seminars and speaking opportunities by
government  officials.

Working with the Media

Terrorists deliberately manufacture sensations to capture maximum media attention-a
ploy that often takes advantage of U.S. press freedom. This activity can be offset by close
communication between media and government. The U.S. Government should provide the
media with timely information during a terrorist crisis. The media, in turn, should ensure
that their reporting meets the highest professional and ethical standards.

Regular meetings between media and government officials on the coverage of terrorism
could contribute to more -effective government-media relations.
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Appendix I

RESPONSIBILITIES OF PRINCIPAL DEPARTMENTS AND AGENCIES

Numerous federal departments and agencies contribute to the national program to combat
terrorism. The following provides a detailed listing of the various activities of those
agencies with major responsibilities.

The Department of State carries out programs for combatting terrorism in the following
ways:

Discharges its Lead Agency responsibilities for terrorism outside the United States

+ Maintains the security of U.S. overseas diplomatic and consular facilities

« Cooperates with U.S. businesses as part of its effort to enhance the security of private
U.S. citizens abroad

« Conducts research and analysis on terrorism
o« Provides security for visiting foreign diplomats and dignitaries
o Protects the Secretary of State

o Provides training for personnel of U.S. overseas missions on security and crisis
management

« Provides antiterrorism training and assistance to civilian security forces of friendly
governments.

The principal offices involved in these functions are the Office of the Ambassador-at-Large
for Counter-Terrorism; the newly created Bureau of Diplomatic Security; the Bureau of
Intelligence and Research; the Office of Foreign Building  Operations; the Foreign Service
Institute; and the Office of Foreign Missions.

Department of Justice
The Department of Justice pursues the following counterterrorism-related activities and

programs through the FBI, the Justice Department’s Criminal Division and the
Immigration and  Naturalization ~ Service:

« Carries out its Lead Agency function to prevent, respond to, and investigate violent
criminal activities of international and domestic terrorist groups within U.S. jurisdiction

« Investigates terrorist acts abroad under the new Hostage-Taking Statute that makes
the hostage-taking of U.S. citizens overseas a federal crime

« Collects and investigates intelligence on terrorists to predict potential movement or
criminal  activities
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Investigates terrorist incidents and related criminal activities using investigative
techniques to identify, arrest, prosecute, and incarcerate those responsible

Maintains operational liaison with local law enforcement agencies throughout the
United States

Provides training in the field and at the FBI Academy, Quantico, Virginia
Participates with local and state authorities in joint terrorism task forces

Provides computer-assisted research and analytical capability to other law enforcement
and intelligence community agencies involved with counter-terrorism

Maintains contact with and conducts limited joint investigations with allied national
police and security services on terrorism through 13 legal attache offices

Collects technical information regarding terrorist explosives and bombings within the
United States and disseminates it to international bomb data centers

Heads the national Hostage Rescue Team, a special group of highly trained FBI agents
who deal with critical terrorist situations.

Provides legal direction and support during terrorism investigations

Supervises and coordinates subsequent prosecution of members of domestic and
international terrorist groups whose acts violate federal criminal law

Inspects and determines eligibllity for applicants to enter the United States

Maintains national and local lookout systems containing data relating to excludable
aliens, including suspect or known  terrorists.

Department of Transportation

The Department of Transportation’s Federal Aviation Administration, U.S. Coast Guard
and the Office of the Secretary conduct antiterrorism programs by carrying out the
following:

Conducts Lead Agency responsibilities through the Federal Aviation Administration by
promoting the security of civil aviation, including prevention of air piracy, sabotage and
criminal activities within the jurisdiction of the United States

Provides assistance to law enforcement agencies in interdicting movements into the
United States of dangerous drugs and narcotics that may be connected with terrorist
activities

Maintains operational, investigative, communications, and liaison arrangements, with

many foreign governments and private organizations such as aircraft manufacturers and
airline  pilots’  associations
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« Devotes substantial resources to airport and aircraft security programs both inside the
United States and abroad

« Assures the safety and security of vessels, ports, and waterways, and their related shore
facilities

« Offers transportation safety courses at domestic facilities in support of the Department
of State’s Anti-Terrorism Assistance Program

o Advises on transportation security matters; provides security programs to protect
personnel, communications equipment, and facilities

Department of Defense

Defense Department agencies involved in combatting terrorism include the National
Security Agency, the Defense Intelligence Agency and the Joint Chiefs of Staff. Individual
armed services antiterrorist programs supplement the overall Defense Department effort.
After the Iranian hostage rescue attempt, the Department of Defense established a
counter-terrorist organization with permanent staff and specialized forces. These forces,

which report to the National Command Authorities through the Joint Chiefs of Staff,

provide a range of response options designed to counter specific acts of terrorism.

Additionally, the Defense Department maintains worldwide technical collection systems
for gathering round-the-clock information on terrorism, which it disseminates to other
federal agencies. It also contributes intelligence analysis and operational support to the
national counter-terrorism effort, maintains data on ‘terrorist groups and produces
publications on incidents and advisory and warning messages.

Central Intelligence Agency

The Central Intelligence Agency and other elements of the intelligence community
contribute vitally important intelligence to the NSC and the Lead Agencies before, during
and after terrorist incidents. This organization is particularly crucial in the flow of
information between the United States and other countries.

Analytical units of the CIA prepare both current and long-term reports on terrorist
organizations, individuals and trends, and disseminate these reports on a timely basis to all
government agencies with counter-terrorist responsibilities. Should the White House direct
military action in a counterterrorist situation, the CIA is prepared to provide intelligence
support to the Defense Department.

The Director of Central Intelligence has overall coordinating responsibility within the

intelligence community for counterterrorism. He has designated the National Intelligence
Officer for Counterterrorism as the focal point to coordinate national counterterrorism
intelligence activities and to ensure counter-terrorism priorities are established for the

intelligence community.
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Department of the Treasury

Treasury’s role in the fight against terrorism involves protection, investigation,
intelligence, interdiction, training and response. Its activities range from thwarting an
assault on the President, to investigating an arms export case, to imposing and enforcing
economic sanctions on state sponsors of terrorism.

Principal Treasury agencies are the United States Secret Service, the Bureau of Alcohol,
Tobacco, and Firearms, the United States Customs Service, the Federal Law Enforcement
Training Center and the Internal Revenue Service.

Interagency Programs

Numerous interagency bodies contribute significantly to the national program. The major
coordination effort, however, is carried out by the Interdepartmental Group on Terrorism,
which is chaired by the Department of State and comprised of representatives from over a
dozen departments and agencies.

Specific working groups have been established under the auspices of the
Interdepartmental Group on Terrorism. Some of the more noteworthy are:

Technical Support Working Group-assures the development of appropriate
counterterrorism  technological  efforts

« Public Diplomacy Working Group-designed to generate greater global understanding
of the threat of terrorism and efforts to resist it

« Anti-terrorist Assistance Coordinating Committee-coordinates the antiterrorism
training programs of State, Defense and the CIA

o Rewards Committee-develops procedures for the monetary rewards program for
information on terrorists

« Exercise Committee-coordinates antiterrorism exercise programs

o Maritime Security Working Group-assesses port and shipping vulnerabilities to
terrorism

o Legislative Group-reviews legislative proposals and develops future antiterrorist
initiatives.
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